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The Next Big Internet 2

1 + Trillion

-Humidity
-Tamparaturs
-Wibration
~Liguid
-“Wheight
-Motion
-Elc

2 Billion

Fersonal Computers 300 Million

FORUM
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In a Converging Landscape
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INTERNATIONAL

RTI Report to NTIA/NIST on IPv6

1 B$ Update Cost

TE{I:t'I-i-:!:]l.E:i'ld-_E_E*:u'u:‘:t‘l‘lil';
Astessment of Internct
Protocol Yersion 6 (IPv&)

10 B$ Cost Savings PER YEAR

s 4 10:1 Return on Investment
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Imagme Ihe |IIIBI'IIGI as d nlanel
1Billion Passengers!

Running out of kerozene 2!
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Yv4: The Y2K for Apps! <
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Peer-2-Peer Species work better together_l! .




The Internet is losing its original Design
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The New internet
The TWO-WAY Internet
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SHORT TERM DRIVERS
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Benefits:
« Dramatically improves
speed
« Limitless scalability
Minimum server
requirements
 Very cheap

FORUM
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SAVINGgOPE

~ $IP-Phone (FreeBit) What was achieved with IPv6?
1 v installed 20,000 terminals to a dormitory operator to manage

distributed facilities
v Simplifies Network design / re-design
v" Reduces the required human-resources and its costs

How to use sensor networks
to save enerqy In bmldma svstem

Heat A/C Light Oth J2/469 ‘ —rr
my e a

8- 29.4% Reduction

Wi DE
N -
: myest "@4" Hiroshi ESAKI, Ph.D

PROJECT
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WiFi/UM
A

GPRS/
UMTS

Airport

Hot-Spot Wi-Fi . .
- Home/Apartment/Office/Building

Automation (H/A/O/B:A)

- Info entertaintment

- Navigation & Traffic info

- Whether info

- Telematic info

- Outdoor Security (Pv6 based 802.15.4

www.ipv6forum.com IPv6 Forum Vision & Way Forward




GEMXplore
Lenerations AT,

|IPve embedded stack

sty & GEMPLUS
B 7o

ETSI/SCP (Smart Card Platform)

* Internet connectivity workgroup
* included in Release 7

Java Card Forum

= Next-generation Java Card specifications under progress
* specifications expected during the course of 2007
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the hacker's choice

Conclusion Internet Security with IPv6

So far no known new risks with IPv6, but some
security improvements against IPv4:

m Alive-Scanning and TCP/IP Worming very hard
m P Record Route Option removed, no uptime check
m Easier network filtering and attack tracing

Introduction of IPSEC will not make IPv6 secure, but
will make attack tracing easy, and sniffing + Man-in-
the-Middle very difficult

Some implications unclear yet, research needed
vy,

FORUM
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Education Example
Greek Public School Network

‘ BN GrNet Network
FORUM
(15N Distmbution Network
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The New Internet

1 billion +
Connected Deviceg
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